
 
 
 

 
 

M˔˜ˡ˙˥˔ˠ˘ʭ ˧˛˘ ˪˘˕ʦ ˖ˢˠˠ˨ˡ˜˖˔˧˜ˢˡ˦ ˟˔ˬ˘˥ 
Adam ClaƑke, Austin CƑaiĳ, BƑad Haĳen, CaƑl Younĳċlood, Clément JaƐuieƑ, Dioĳo PeƑillo, LuČa 
TaǄazzani, Matt LaƑson, MiČk Haĳen, Miloš Mošić, Paul Le Cam, Shane Hoǅleǋ, PhD 

ʴ˕˦˧˥˔˖˧ 
Weaknesses in eǊistinĳ InteƑnet pƑotoČols make it impossiċle to pƑoǄide Ƒoċust netǅoƑk seČuƑitǋ. 
MainĲƑame is an inČentiǄized and Ĳullǋ deČentƑalized ČommuniČations laǋeƑ that enaċles Ƒeliaċle, 
seČuƑe paČket Ƒoutinĳ, paČket deliǄeƑǋ, paČket holdinĳ, Ĳile stoƑaĳe and data seƑǄiČes. Its seČuƑitǋ 
model not onlǋ pƑoǄides enČƑǋption, ċut also ƑesistanČe to ČensoƑship and suƑǄeillanČe. A detailed 
desČƑiption oĲ the MainĲƑame platĲoƑm, inČentiǄization model, token eČonomiČs, and deǄelopment 
Ƒoadmap is pƑoǄided. 
 
Keǋǅords​: pƑotoČols, netǅoƑkinĳ, ČommuniČations, messaĳinĳ, tokens, eČonomiČs, seČuƑitǋ, 
ČƑǋptoĳƑaphǋ, deČentƑalization, ċloČkČhains, smaƑt ČontƑaČts 
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M˔˜ˡ˙˥˔ˠ˘ 
Uˡ˦˧ˢˣˣ˔˕˟e ˖ˢˠˠ˨ˡi˖˔˧iˢˡ˦ 

SinČe its puċliČ deċut in the mid-nineties, the Internet has enaċled unpreČedented 
innoǄation and ČreatiǄitǋ, ČonneČtinĳ all manner oĲ deǄiČes and supportinĳ noǄel 
appliČations Ĳar ċeǋond the eǊpeČtations oĲ its inǄentors. Nearlǋ Ĳour ċillion people use it 
todaǋ—oǄer halĲ oĲ the ǅorld’s population. 
OǄeƑǅhelminĳ suČČess also intƑoduČed neǅ Čhallenĳes. Multiple thiƑd paƑties mediate useƑs’ 
inĲoƑmation, and oĲten aƑen’t aliĳned ǅith the useƑs’ ċest inteƑests. GoǄeƑnment suƑǄeillanČe and 
maliČious aĳents pose additional thƑeats. EaČh takes adǄantaĳe oĲ the same deČades-old 
aƑČhiteČtuƑe on ǅhiČh the entiƑe InteƑnet is ċuilt. This thƑeatens pƑiǄaČǋ Ƒiĳhts and the ǅell-ċeinĳ oĲ 
anǋone ǅoƑkinĳ ǅith Ǆaluaċle inĲoƑmation. In the ČoƑpoƑate ǅoƑld alone, ƑeČent headlines shoǅ 
seČuƑitǋ ċƑeaČhes Čause stoČk maƑkets to plummet, deals to Ĳall thƑouĳh, and Čompanǋ seČƑets to 
leak. TheƑe is little hope oĲ Ĳullǋ seČuƑinĳ these holes usinĳ eǊistinĳ methods. 

Neǅ tools aƑe emeƑĳinĳ to solǄe these pƑoċlems moƑe eĲĲeČtiǄelǋ. MainĲƑame is an unstoppaċle 
ČommuniČations platĲoƑm pƑoǄidinĳ unpaƑalleled seČuƑitǋ, inČludinĳ: 

 ​Data priǄaČǋ:​ Full end-to-end and ĳƑoup enČƑǋption 

 ​SurǄeillanČe resistanČe:​ Node Ƒelationships Čan ċe hidden 

 ​Censorship resistanČe:​ Hidden node Ƒelationships pƑeǄent ČommuniČations jamminĳ 
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MainĲƑame's ČommuniČations inĲƑastƑuČtuƑe is entiƑelǋ deČentƑalized and unhosted. A token eČonomǋ 
inČentiǄizes netǅoƑk peƑĲoƑmanČe, inČludinĳ: 

 ​InČentiǄized paČket Ƒoutinĳ 

 ​InČentiǄized paČket stoƑaĳe ĲoƑ lateƑ ƑetƑieǄal 

 ​InČentiǄized Ĳile stoƑaĳe 

 ​InČentiǄized data seƑǄiČes 

MainĲƑame pƑoǄides unpƑeČedented ČommuniČations seČuƑitǋ ǅithout ČompƑomisinĳ ČonǄenienČe. 
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ʶ˘ˡ˧˥˔˟˜˭˔˧˜ˢˡ ˧˛˥˘˔˧˘ˡ˦ ˣ˥˜˩˔˖ˬ ˔ˡ˗ ˙˥˘˘˗ˢˠ 

In the ĳenesis ċloČk oĲ the ċitČoin ċloČkČhain, ČƑeatoƑ Satoshi Nakamoto inseƑted this note: 
ɁThe Times 0ǩ/Jan/Ǩ009 ChanČelloƑ on ċƑink oĲ seČond ċailout ĲoƑ ċanksɂ 

 
TheƑe ǅas no ĲuƑtheƑ eǊplanation oƑ ČommentaƑǋ, ċut it is ǅidelǋ ċelieǄed the daǋ’s headline ĲƑom 
The Times oĲ London​ǧ​ ǅas inČluded ĲoƑ tǅo Ƒeasons: it seƑǄed to link the ċiƑth oĲ BitČoin to a ǄeƑiĲiaċle 
histoƑiČal eǄent; and it indiČated the ĳeneƑal Člimate oĲ distƑust, aċuse oĲ authoƑitǋ, and institutional 
ĲailuƑe.  

A deČlininĳ tƑust in ĳoǄeƑnments, ČoƑpoƑations, and media ǅoƑldǅide​Ǩ​ Čan ċe ČleaƑlǋ oċseƑǄed duƑinĳ 
the peƑiod ĲƑom ǨǦǦǮ to ǨǦǧǩ. This peƑiod ǅitnessed eČonomiČ Čollapse and ĳoǄeƑnment ċailouts, as 
ǅell as the AƑaċ SpƑinĳ moǄement, in ǅhiČh millions oĲ Čitizens oƑĳanized thƑouĳh platĲoƑms like 
FaČeċook and WhatsApp, demandinĳ moƑe ĲƑom theiƑ ĳoǄeƑnments. Thousands ǅeƑe killed as 
Ƒeĳimes ǅeƑe toppled and ČountƑies Ĳell into ČiǄil ǅaƑ. EaƑlǋ AƑaċ SpƑinĳ pƑotests inspiƑed the OČČupǋ 
Wall StƑeet moǄement, ǅhiČh ǅas also laƑĳelǋ oƑĳanized thƑouĳh soČial platĲoƑms. That moǄement 
inǄolǄed paƑtiČipants ĲƑom ǮǨ ČountƑies and neaƑlǋ ǧ,ǦǦǦ Čities thƑouĳhout ǨǦǧǨ.​ǩ​ It ǅasn’t until the 
summeƑ oĲ ǨǦǧǩ that the ƑeǄelations oĲ EdǅaƑd Snoǅden eǊposed dƑaĳnet suƑǄeillanČe on US 
Čitizens and the ǅoƑld, spanninĳ ǄiƑtuallǋ all platĲoƑms and modes oĲ ČommuniČation. EaČh oĲ these 
eǄents hiĳhliĳhts the impoƑtanČe oĲ Ĳullǋ deČentƑalized ČommuniČations, ǅithout ƑelianČe on thiƑd 
paƑties, to pƑoteČt useƑ inĲoƑmation. In some Čases, the Ƒesults aƑe a matteƑ oĲ liĲe and death. 

EǄen in the ǅoƑkplaČe, ČentƑalized aƑČhiteČtuƑe Čomes at a huĳe Čost. ReĳulaƑ doǅntime is eǊpensiǄe 
and inČonǄenient, ċut pales in ČompaƑison to maliČious thƑeats. The ƑeĲƑain Ɂdata is the neǅ oilɂ is 
Ƒepeated ċǋ WIRED,​Ǫ​ FoƑtune,​ǫ​ IBM,​Ǭ​ and otheƑs. Data theĲt and leakaĳe Ƒesult in lost Ǆalue. IndustƑial 
espionaĳe is diĲĲiČult to ƐuantiĲǋ, ċut JunipeƑ ReseaƑČh estimates that the Čost oĲ data ċƑeaČhes ǅill 
ƑeaČh $Ǩ.ǧ tƑillion ĳloċallǋ ċǋ ǨǦǧǯ, ǅith the aǄeƑaĳe Čost peƑ ċusiness to eǊČeed $ǧǫǦ million ċǋ 
ǨǦǨǦ.​ǭ​ A ČleaƑ eǊample is NoƑtel, ǅas one oĲ the ǅoƑld’s laƑĳest teleČoms eƐuipment manuĲaČtuƑeƑs 
at its peak in ǨǦǦǦ, ǅith neaƑlǋ ǧǦǦ,ǦǦǦ emploǋees and $ǩǦ ċillion in ƑeǄenues. It deČlaƑed 
ċankƑuptČǋ just nine ǋeaƑs lateƑ. NoƑtel’s oǅn head oĲ seČuƑitǋ and otheƑs haǄe ċlamed this Čolossal 
ĲailuƑe on seƑial IP theĲt ĲƑom state sponsoƑed Chinese haČkeƑs.​Ǯ​ RepoƑts Člaim that haČkeƑs ĳained 
diƑeČt aČČess to the email aČČounts and Ĳiles oĲ hiĳh-leǄel eǊeČutiǄes. 

We oċseƑǄe similaƑ thƑeats on a ƑeĳulaƑ ċasis. The Yahoo ċƑeaČh oĲ ǨǦǧǩ ČompƑomised all ǩ ċillion 
Yahoo aČČounts and is still the ǅidest ċƑeaČh in histoƑǋ.​ǯ​ Yahoo ǅas aǅaƑe oĲ the ċƑeaČh ĲoƑ ǋeaƑs 
ċeĲoƑe puċliČlǋ disČlosinĳ anǋthinĳ oƑ eǄen Ƒesettinĳ useƑs’ passǅoƑds. The Sonǋ PiČtuƑes ċƑeaČh oĲ 
ǨǦǧǪ eǊposed ǧǦǦ teƑaċǋtes oĲ email, passǅoƑds, soČial seČuƑitǋ numċeƑs, ĲinanČes, maƑketinĳ plans, 
ĲouƑ entiƑe unƑeleased Sonǋ Ĳilms, and moƑe.​ǧǦ​ In Maǋ oĲ ǨǦǧǬ, haČkeƑs ĳained aČČess to the email 
aČČount oĲ John Podesta, Čampaiĳn manaĳeƑ ĲoƑ US pƑesidential Čandidate HillaƑǋ Clinton.​ǧǧ​ The 
Čontents oĲ his email ǅeƑe puċlished ċǋ Wikileaks, ČontƑiċutinĳ to the most suƑpƑisinĳ eleČtion upset 
in US histoƑǋ. 
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Most alaƑminĳ is the ĲaČt that ČommuniČation and ĲinanČial data aƑe inČƑeasinĳlǋ ČontƑolled ċǋ ĲeǅeƑ 
oƑĳanizations. Onlǋ thƑee Čompanies, Gooĳle, Apple and MiČƑosoĲt, poǅeƑ the email Člients ƑeČeiǄinĳ 
oǄeƑ Ǯǫ% oĲ the tƑillions oĲ emails sent ĳloċallǋ eaČh ǋeaƑ.​ǧǨ​ In manǋ instanČes, these Čompanies’ 
inteƑests ČonĲliČt ǅith the ǅell-ċeinĳ oĲ theiƑ ČustomeƑs. TheiƑ ĲiduČiaƑǋ dutǋ to dƑiǄe ƑeǄenues and 
seƑǄe adǄeƑtiseƑs oĲten ĳets in the ǅaǋ. When useƑs do not paǋ ĲoƑ theiƑ seƑǄiČes, theǋ aƑe not the 
ČustomeƑ; theǋ and theiƑ peƑsonal data aƑe the pƑoduČt. 

SČott Galloǅaǋ oĲ LǨinČ illustƑates the pƑoċlem: ɁWhen FaČeċook souĳht appƑoǄal oĲ the aČƐuisition 
oĲ WhatsApp, theǋ assuƑed EU ƑeĳulatoƑs that it ǅould ċe impossiċle ĲoƑ the tǅo entities to shaƑe 
data in the shoƑt teƑm. This assuaĳed ƑeĳulatoƑs’ ČonČeƑns oǄeƑ pƑiǄaČǋ, and the aČƐuisition ǅas 
appƑoǄed. SpoileƑ aleƑt: FaČeċook ĲiĳuƑed out pƑettǋ Ĳast hoǅ data Čould jump silos.ɂ AĲteƑ paǋinĳ 
$ǧǯB ĲoƑ WhatsApp, the EU Ĳined FaČeċook $ǧǨǨM. ɁThis is tantamount to ĳettinĳ a $ǧǦ paƑkinĳ 
tiČket ĲoƑ not Ĳeedinĳ a meteƑ that Čosts $ǧǦǦ eǄeƑǋ ǧǫ minutes.ɂ​ǧǩ 

CommuniČation is paƑt oĲ neaƑlǋ eǄeƑǋ human aČtiǄitǋ. With the aċoǄe mentioned thƑeats, and 
soĲtǅaƑe eatinĳ the ǅoƑld,​ǧǪ​ the undeƑpinninĳs oĲ indiǄidual and institutional pƑiǄaČǋ aƑe thƑeatened. 
Alonĳ ǅith them ǅould ĳo anǋ meaninĳĲul notion oĲ soǄeƑeiĳntǋ oƑ autonomǋ. These stƑuČtuƑal 
shoƑtČominĳs maǋ thƑeaten indiǄidual liǄes, ċusinesses, industƑies, eČonomies, and the eǄen nations, 
ċut solutions aƑe possiċle. Bǋ Čomċininĳ neǅ teČhniƐues like ​adǄanČed ČƑǋptoĳƑaphǋ, distƑiċuted 
ledĳeƑs, and token eČonomiČs, unseČuƑed data Čan ċe seČuƑed, and all paƑtiČipants ĳƑanted Ĳull 
ČontƑol oǄeƑ theiƑ oǅn ČommuniČations. 
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W˘˔˞ˡ˘˦˦˘˦ ˜ˡ ˘˫˜˦˧˜ˡ˚ ˣ˥ˢ˧ˢ˖ˢ˟˦ ˔ˡ˗ ˦˘˥˩˜˖˘˦ 

Despite ċeinĳ moƑe deČentƑalized than pƑeǄious mass media teČhnoloĳies, todaǋ's ǅeċ 
seƑǄiČes aƑe ċuilt usinĳ undeƑlǋinĳ pƑotoČols, seƑǄiČes, and otheƑ tools that aƑe susČeptiċle 
to ČentƑalized ČontƑol, suƑǄeillanČe, and manipulation. Fullǋ deČentƑalized appliČations ǅill 
ƑeƐuiƑe seǄeƑal laǋeƑs oĲ alteƑnatiǄe seƑǄiČes ǅithout these ǅeaknesses. 

One oĲ the ĲiƑst Čommon ǅaǋs that people used ǅhat eǄentuallǋ Čame to ċe Čalled the InteƑnet ǅas 
to eǊČhanĳe data ċetǅeen uniǄeƑsities and otheƑ ĳoǄeƑnment oƑĳanizations. SimilaƑlǋ, the WoƑld 
Wide Weċ ǅas oƑiĳinallǋ ċuilt to shaƑe sČientiĲiČ doČuments. These teČhnoloĳies haǄe sinČe eǄolǄed 
ĲaƑ ċeǋond these oƑiĳinal use Čases. 

AĲteƑ the InteƑnet ǅas ČommeƑČialized in ǧǯǯǫ, neǅ ċusinesses ċeĳan adaptinĳ these pƑotoČols ĲoƑ 
theiƑ oǅn pƑoduČts and seƑǄiČes, dƑiǄinĳ adoption ċut also ċeČominĳ inteƑmediaƑies ċetǅeen 
ČonsumeƑs and the undeƑlǋinĳ InteƑnet pƑotoČols ċeinĳ used, ČaptuƑinĳ Ǆalue at hiĳheƑ laǋeƑs. As a 
Ƒesult, the laƑĳest ǅeċ pƑopeƑties todaǋ, suČh as Gooĳle and FaČeċook, aƑe pƑimaƑilǋ in the 
adǄeƑtisinĳ ċusiness, and haǄe stƑonĳ inČentiǄes to keep useƑs in theiƑ oǅn ǅalled ĳaƑdens. HaǄinĳ 
lost ČontƑol oǄeƑ theiƑ oǅn data, end-useƑs aƑe noǅ loČked into usinĳ these pƑopƑietaƑǋ appliČations 
and seƑǄiČes. 

The laČk oĲ ċalanČed inČentiǄes in the pƑotoČols inČƑeases the likelihood that ċusinesses ǅill monetize 
them in moƑe eǊploitatiǄe ǅaǋs. The pƑotoČols ǅeƑe also ċuilt ǅithout useƑ pƑiǄaČǋ and data seČuƑitǋ 
in mind. Theǋ ǅeƑe inǄented in an enǄiƑonment ǅheƑe theƑe ǅas a hiĳh leǄel oĲ tƑust ċetǅeen 
netǅoƑk nodes, unlike todaǋ’s InteƑnet. 

ˇ˘˖˛ˡ˜˖˔˟ ˖˛˔˟˟˘ˡ˚˘˦ 
One diĲĲiČultǋ in undeƑstandinĳ the InteƑnet’s pƑesent teČhniČal limitations is that theƑe aƑe ǄaƑious 
ǅeaknesses in multiple netǅoƑk laǋeƑs, and theƑeĲoƑe taČklinĳ them ƑeƐuiƑes a multi-ĲaČeted 
appƑoaČh ċased on a deep undeƑstandinĳ oĲ these ǄaƑious laǋeƑs. A ČloseƑ look at the InteƑnet 
PƑotoČol Suite,​ǧǫ​ the netǅoƑkinĳ staČk upon ǅhiČh the InteƑnet is ċased, ǅill help eǊplain the 
diĲĲiČulties. The Ĳolloǅinĳ ČhaƑt desČƑiċes the pƑotoČol laǋeƑs that data must ĳo thƑouĳh to tƑaǄeƑse 
the InteƑnet. EaČh laǋeƑ depends on the seƑǄiČes and teČhnoloĳies in the laǋeƑ ċeloǅ it. 
 

 
ʪ 

 
 
 
 



 
 
 

 
The InteƑnet PƑotoČol Suite 

ʴ˗˗˥˘˦˦˜ˡ˚ 
In the ČonteǊt oĲ the InteƑnet laǋeƑ, ĲoƑ eǊample, IP addƑesses aƑe used to Ƒoute paČkets ĲƑom 
one destination to anotheƑ. All ČonneČted ČomputeƑs aČČess the InteƑnet thƑouĳh a puċliČ IP 
addƑess oƑ thƑouĳh a pƑoǊǋ ǅith a puċliČ IP addƑess. The ĳeoĳƑaphiČ loČation oĲ an IP addƑess 
Čan usuallǋ ċe pinpointed ǅith neiĳhċoƑhood-leǄel aČČuƑaČǋ. EaČh InteƑnet seƑǄiČe pƑoǄideƑ 
ȳISPȴ is Ƒesponsiċle ĲoƑ diĲĲeƑent Ƒanĳes oĲ IP addƑesses, alloǅinĳ authoƑities to ƑeƐuest 
inĲoƑmation ĲƑom them to disČoǄeƑ the identities oĲ InteƑnet useƑs ĲaiƑlǋ easilǋ. SeƑǄeƑs and/oƑ 
Čontent aƑe Ƒoutinelǋ disČonneČted ĲƑom the InteƑnet ċǋ Ĳilinĳ takedoǅn notiČes aĳainst theiƑ 
ISPs. 

 
DeČentƑalized netǅoƑkinĳ adds ǄiƑtual aċstƑaČtion 

laǋeƑs aċoǄe the InteƑnet PƑotoČol Suite 
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Fullǋ deČentƑalized addƑessinĳ is aČhieǄed usinĳ peeƑ-to-peeƑ netǅoƑks that ČƑeate a laǋeƑ oĲ 
aċstƑaČtion aċoǄe ǅhiČh the ĳeoĳƑaphiČal loČations oĲ nodes Čan’t easilǋ ċe deteƑmined, 
pƑeǄentinĳ them ĲƑom ċeinĳ taƑĳeted. 

 

 
PeeƑ-to-peeƑ netǅoƑks ČƑeate a ǄiƑtual netǅoƑk oǄeƑlaǋ 

that hides the topoloĳǋ oĲ the undeƑlǋinĳ phǋsiČal netǅoƑk 
 

ʷˢˠ˔˜ˡ ˡ˔ˠ˘ ˥˘˦ˢ˟˨˧˜ˢˡ 
The aċilitǋ to assoČiate memoƑaċle teǊt ǅith netǅoƑk addƑesses is anotheƑ essential ĲeatuƑe 
ĲoƑ pƑaČtiČal InteƑnet ČommuniČations. Domain Name Sǋstem​ǧǬ​ ȳDNSȴ is ČuƑƑentlǋ used ĲoƑ this 
ĲunČtion. Domain name ƑeĳistƑation is manaĳed ċǋ ICANN,​ǧǭ​ a non-pƑoĲit oƑĳanization 
headƐuaƑteƑed in CaliĲoƑnia that is aČČountaċle to ǄaƑious inteƑnational stakeholdeƑs. SeƑǄiČes 
that Ƒelǋ on DNS aƑe suċjeČt to disƑuption ċǋ poǅeƑĲul indiǄiduals and oƑĳanizations ǅho 
appeal to these stakeholdeƑs, oƑ ċǋ ĳoǄeƑnments and ČoƑpoƑations that ČontƑol inĲƑastƑuČtuƑe 
and tampeƑ ǅith DNS Ƒesponses oƑ puċlish alteƑnatiǄe DNS ƑeČoƑds. IĲ a juƑisdiČtion ǅishes to 
suppƑess InteƑnet-ċased inĲoƑmation, it is a ƑelatiǄelǋ tƑiǄial task to use DNS and/oƑ takedoǅn 
notiČes to make it inaČČessiċle. DeČentƑalized appliČations Čan aǄoid these ċaƑƑieƑs ċǋ 
pƑoǄidinĳ a ċloČkČhain-ċased alteƑnatiǄe name Ƒesolution pƑotoČol. 

ʶ˘˥˧˜˙˜˖˔˧˘ ˔˨˧˛ˢ˥˜˧˜˘˦ 
Related to DNS is the pƑoċlem oĲ TƑanspoƑt LaǋeƑ SeČuƑitǋ​ǧǮ​ ȳTLSȴ and its ƑelianČe on the 
ČeƑtiĲiČate authoƑitǋ ȳCAȴ sǋstem. CeƑtiĲiČate authoƑities must ċe tƑusted to an unǅaƑƑanted 
deĳƑee, aƑe ČentƑalized points oĲ ĲailuƑe, and aƑe taƑĳets oĲ attaČk. EǄen ƑeČent deČentƑalized 
inĲƑastƑuČtuƑe has suĲĲeƑed ĲƑom Čontinued ƑelianČe on this sǋstem. EtheƑDelta, one oĲ the 
laƑĳest deČentƑalized ČƑǋptoČuƑƑenČǋ eǊČhanĳes, ǅas eǊploited ċǋ a ċƑeaČh oĲ theiƑ DNS 
aČČount.​ǧǯ​ ContƑol oĲ the domain ǅas used as pƑooĲ to a CA in oƑdeƑ to haǄe them ĳeneƑate a 
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ČeƑtiĲiČate ĲoƑ that domain. UseƑs ƑetuƑninĳ to the site ǅeƑe then pƑesented ǅith a Ǆalid 
HTTPS ČeƑtiĲiČate ĲoƑ the ČoƑƑeČt domain, and so ǅeƑe not pƑoteČted ċǋ the seČuƑitǋ ČheČks in 
theiƑ ċƑoǅseƑ ǅhen theǋ ǅeƑe diƑeČted to a maliČious ǅeċ seƑǄeƑ. Some useƑs oĲ the site ǅeƑe 
ƑepoƑted to haǄe lost siĳniĲiČant amounts oĲ ČƑǋptoČuƑƑenČǋ in the attaČk. 
 
NumeƑous otheƑ tƑusted oƑĳanizations haǄe ċeen suċjeČt to phishinĳ attaČks. In suČh attaČks, 
maliČious aČtoƑs ĳeneƑate Ǆalid ČeƑtiĲiČates that aƑe siĳned ċǋ tƑusted ČeƑtiĲiČate authoƑities 
ĲoƑ similaƑ-seeminĳ domains ĲƑom ǅhiČh theǋ seƑǄe tƑojan souƑČe Čode. That suČh aČtoƑs 
suČČeed in oċtaininĳ Ǆalid ČeƑtiĲiČates ĲƑom tƑusted ČeƑtiĲiČate authoƑities demonstƑates the 
laČk oĲ seČuƑitǋ in the pƑesent sǋstem. ReseaƑČh is ČuƑƑentlǋ undeƑǅaǋ on deČentƑalized 
identitǋ and Ƒeputation sǋstems that Čan deliǄeƑ hiĳheƑ leǄels oĲ authentiČitǋ assuƑanČe than 
the ČeƑtiĲiČate authoƑitǋ sǋstem. 
 

M˔˜˟ ˣ˥ˢ˧ˢ˖ˢ˟˦ ​ʛˆMˇ˃/ʼMʴ˃ʜ 

ConǄentional email oǄeƑ Simple Mail TƑansĲeƑ PƑotoČol​ǨǦ​ ȳSMTPȴ and InteƑnet Messaĳinĳ AČČess 
PƑotoČol​Ǩǧ​ ȳIMAPȴ aČhieǄe some deĳƑee oĲ deČentƑalization in the sense that anǋone Čan set up a mail 
seƑǄeƑ and send email. HoǅeǄeƑ, theǋ ǅeƑe inǄented in an eƑa and at a sČale oĲ InteƑnet ĳƑoǅth in 
ǅhiČh all nodes ǅeƑe tƑusted, and had no ċuilt-in seČuƑitǋ meČhanisms. This laČk oĲ seČuƑitǋ has 
alloǅed spam to pƑoliĲeƑate, sinČe the Čost oĲ sendinĳ unsoliČited messaĳes is neĳliĳiċle. While 
eǊtensions, suČh as DomainKeǋs IdentiĲied Mail​ǨǨ​ ȳDKIMȴ, Čan help to ƑeduČe spam, SMTP and IMAP 
also Ƒelǋ on DNS and ČonǄentional Člient-seƑǄeƑ aƑČhiteČtuƑe, and aƑe theƑeĲoƑe not Ĳullǋ deČentƑalized. 
Theǋ also laČk the Ƒeal-time ƑesponsiǄeness that useƑs haǄe Čome to eǊpeČt ĲƑom messaĳinĳ apps, 
like SlaČk oƑ WhatsApp. Finallǋ, SMTP is not end-to-end enČƑǋpted ċǋ deĲault, and enČƑǋption 
solutions aƑe not easǋ enouĳh ĲoƑ non-teČhniČal useƑs. 
 

ʺ˥ˢ˨ˣ ˖ˢˠˠ˨ˡ˜˖˔˧˜ˢˡ ˣ˥ˢ˧ˢ˖ˢ˟˦ ​ʛʼ˅ʶ/XM˃˃ʜ 

InteƑnet Relaǋ Chat​Ǩǩ​ ȳIRCȴ and EXtensiċle Messaĳinĳ and PƑesenČe PƑotoČol​ǨǪ​  ȳXMPPȴ aƑe some oĲ 
the moƑe populaƑ ĲiƑst-ĳeneƑation pƑotoČols ĲoƑ InteƑnet-ċased ĳƑoup ČommuniČations. While these 
pƑotoČols alloǅ ĲoƑ ad-hoČ seƑǄeƑ distƑiċution, theǋ still Ƒelǋ on DNS and ČonǄentional Člient-seƑǄeƑ 
aƑČhiteČtuƑe, and aƑe not Ĳullǋ deČentƑalized. 
 

ʻˢ˦˧˘˗ ˘ˠ˔˜˟ 
EǄen thouĳh it is possiċle ĲoƑ people to host theiƑ oǅn email seƑǄeƑs and use PGP​Ǩǫ​ ĲoƑ enČƑǋption, 
ǄeƑǋ Ĳeǅ people do, Ƒelǋinĳ on hosted email platĲoƑms like Gmail, iCloud, Outlook, Yahoo Mail and 
otheƑs. In addition to haǄinĳ all the ǅeaknesses oĲ SMTP, these seƑǄiČes add dependenČe on 
thiƑd-paƑtǋ inĲƑastƑuČtuƑe, laČk oĲ ČontƑol oǄeƑ one's oǅn data, and the need ĲoƑ an unƑeasonaċle 
deĳƑee oĲ tƑust in the oƑĳanizations pƑoǄidinĳ the seƑǄiČes. On seƑǄiČes suppoƑtinĳ Čustom domains, 
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suČh as GSuite, theƑe is an added ƑeƐuiƑement oĲ tƑust in the domain manaĳeƑs, ǅho Čan aƑČhiǄe and 
suƑǄeil the ČommuniČations oĲ all domain useƑs. 

While data Ƒetention maǋ haǄe some ċeneĲits ĲoƑ ČeƑtain ČoƑpoƑate useƑs, it also ČaƑƑies additional 
ċuƑdens. Companies that Ƒetain data maǋ ċe ĲoƑČed to use it aĳainst theiƑ oǅn and theiƑ ČustomeƑs' 
inteƑests, as in the ǨǦǧǬ inČident ǅhen Apple ǅas asked to unloČk an iPhone ĲoƑ the United States 
FedeƑal BuƑeau oĲ InǄestiĳation ȳFBIȴ​ǨǬ​. Althouĳh this paƑtiČulaƑ ƑeƐuest ǅas seen ċǋ some to ċe in 
the puċliČ inteƑest, it Čaused ČonČeƑn ĲoƑ manǋ otheƑ Apple ČustomeƑs ǅho ċeČame ǅoƑƑied that theiƑ 
pƑiǄaČǋ and ČiǄil liċeƑties Čould ċe thƑeatened iĲ suČh inteƑǄentions ċeČame ČommonplaČe. Apple 
deĲended these inteƑests, Člaiminĳ that ċaČkdooƑs in theiƑ pƑoduČts Čould easilǋ ċe used ĲoƑ maliČious 
puƑposes, and that the FBI ƑeƐuest Čonstituted ĳoǄeƑnment oǄeƑƑeaČh. OtheƑ ĳoǄeƑnmental 
oƑĳanizations haǄe made similaƑ ƑeƐuests ĲoƑ seČuƑitǋ ċaČkdooƑs in populaƑ messaĳinĳ apps, like 
WhatsApp​Ǩǭ​ and Skǋpe.​ǨǮ​ Limitinĳ aČČess to ČustomeƑ data minimizes ČoƑpoƑate liaċilitǋ. 
 

ʶ˛˔˧ 

Manǋ thiƑd-paƑtǋ seƑǄiČes noǅ pƑoǄide oƑĳanizations ǅith a ČonǄenient plaČe to ČommuniČate ǅith 
all theiƑ Čolleaĳues in Ƒeal-time, ǅith ƑiČheƑ ĲoƑmattinĳ, Ĳile shaƑinĳ Čapaċilities and telepƑesenČe 
ĲeatuƑes. Most notaċle amonĳ these is SlaČk, ǅhiČh ċoasts oǄeƑ siǊ million useƑs.​Ǩǯ​ While ČustomeƑs 
aƑe attƑaČted to theiƑ ČonǄenienČe and ƑiČh ĲeatuƑe set, theiƑ data is Ǆisiċle to the seƑǄiČe pƑoǄideƑ, 
ǅhom theǋ must tƑust to saĲeĳuaƑd it and keep it up and Ƒunninĳ smoothlǋ. FoƑ eǊample, on JanuaƑǋ 
ǯ, ǨǦǧǮ, SlaČk had an outaĳe, disƑuptinĳ the ǅoƑkdaǋs oĲ millions oĲ useƑs. The outaĳe ċeČame the 
numċeƑ one tƑendinĳ topiČ on TǅitteƑ as ČustomeƑs took to the soČial netǅoƑk to shaƑe theiƑ 
ĲƑustƑation.​ǩǦ​ Fullǋ-deČentƑalized messaĳinĳ eliminates these points oĲ ĲailuƑe. 

ʸˡ˖˥ˬˣ˧˘˗ ˣ˘˘˥-˧ˢ-ˣ˘˘˥/˚˥ˢ˨ˣ ˖˛˔˧ 
ReČent pƑoduČt oĲĲeƑinĳs ĲƑom Keǋċase, Siĳnal, and otheƑs pƑoǄide Ĳullǋ enČƑǋpted 
ČommuniČations ċetǅeen indiǄiduals and eǄen ĳƑoups in some Čases, ċut theǋ Ƒelǋ on 
ČentƑalized inĲƑastƑuČtuƑe to opeƑate oƑ stoƑe ČustomeƑ data, thus eǊposinĳ them to data loss 
and disƑuption oĲ seƑǄiČe. While these solutions aČhieǄe ċetteƑ useƑ soǄeƑeiĳntǋ than some, 
theǋ still ƑeƐuiƑe siĳniĲiČant ČompƑomises, and eǊpose ČustomeƑs to unneČessaƑǋ Ƒisks. 

ʷ˜˦˧˥˜˕˨˧˘˗ ˣ˥˜˩˔˧˘ ˖˛˔˧ 
Some oƑĳanizations, suČh as MatƑiǊ, aƑe ċeĳinninĳ to pƑoǄide enhanČed useƑ soǄeƑeiĳntǋ ċǋ 
alloǅinĳ useƑs to host theiƑ ČommuniČations on ČustomeƑ-Ƒented Čloud inĲƑastƑuČtuƑe ƑatheƑ 
than thiƑd-paƑtǋ inĲƑastƑuČtuƑe. We ċelieǄe this is a step in the Ƒiĳht diƑeČtion, ċut onlǋ the 
ċeĳinninĳ. Fullǋ deČentƑalized messaĳinĳ ƑeƐuiƑes unhosted aƑČhiteČtuƑe, ǅheƑe the entiƑe 
appliČation inĲƑastƑuČtuƑe Ƒuns on inČentiǄized peeƑ-to-peeƑ pƑotoČols. 
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Aˡ ˨ˡ˦˧ˢˣˣ˔˕˟˘ ˖ˢˠˠ˨ˡ˜˖˔˧˜ˢˡ˦ ˣ˟˔˧˙ˢ˥ˠ 

MainĲƑame is an unstoppaċle ČommuniČations platĲoƑm that Čomċines the desiƑed ĲeatuƑes 
oĲ todaǋ's ċest netǅoƑkinĳ pƑotoČols and appliČations ǅhile also maintaininĳ the hiĳhest 
leǄel oĲ seČuƑitǋ and useƑ soǄeƑeiĳntǋ. The platĲoƑm Čonsists oĲ ǄaƑious pƑotoČol and 
tƑanspoƑt laǋeƑs inČentiǄized ċǋ token eČonomies, alonĳ ǅith soĲtǅaƑe deǄelopment kits 
ȳSDKsȴ enaċlinĳ easǋ inteĳƑation ǅith a ǄaƑietǋ oĲ populaƑ lanĳuaĳes, opeƑatinĳ sǋstems, 
and deǄiČes, as ǅell as smaƑt ČontƑaČts and oƑaČles ĲoƑ token eǊČhanĳe and ease oĲ 
inteƑopeƑaċilitǋ ǅith ǄaƑious populaƑ ċloČkČhains. 

At its loǅest leǄels, MainĲƑame Čonsists oĲ a Kademlia-ċased​ǩǧ​ peeƑ-to-peeƑ netǅoƑk used to 
pƑopaĳate and eǊeČute ċloČkČhain tƑansaČtions. This netǅoƑk laǋeƑ aċstƑaČts aǅaǋ the undeƑlǋinĳ 
ĳeoĳƑaphiČallǋ-tƑaČeaċle InteƑnet tƑanspoƑt laǋeƑ it Ƒelies on, Ƒandomlǋ assiĳninĳ addƑesses to eaČh 
peeƑ oƑ node. MonetaƑǋ Ǆalue Čan ċe eǊČhanĳed ċetǅeen nodes on this netǅoƑk usinĳ ċloČkČhain 
tokens. MainĲƑame pƑoǄides additional pƑotoČols aċoǄe this tƑanspoƑt laǋeƑ ĲoƑ seČuƑe 
ČommuniČations. 
 

 
 

 
EaČh MainĲƑame node eǊposes ǄaƑious pǨp seƑǄiČe inteƑĲaČes ĲoƑ appliČation laǋeƑs to Čall, inČludinĳ 
inteƑĲaČes ĲoƑ ċloČkČhain tƑansaČtions, paČket Ƒoutinĳ, paČket holdinĳ, Ĳile stoƑaĳe, and data seƑǄiČes. 
EaČh oĲ these pǨp seƑǄiČes is pƑoǄided entiƑelǋ ċǋ peeƑs opeƑatinĳ in inČentiǄized ČoopeƑation ǅith 
one anotheƑ, ǅithout ƑelianČe on anǋ manaĳed inĲƑastƑuČtuƑe. 
 

 
ʤʥ 

 
 
 
 



 
 
 

 
MainĲƑame node 

 ConČeptual diaĳƑam 
 

ʸˡ˖˥ˬˣ˧˜ˢˡ 
MainĲƑame pƑoǄides pƑotoČols ĲoƑ one-to-one and one-to-manǋ enČƑǋption. EaČh MainĲƑame node has 
an asǋmmetƑiČ keǋ paiƑ assoČiated ǅith it. This keǋ is used to deČƑǋpt paČkets intended ĲoƑ this node. 
When one node ǅishes to send a paČket to anotheƑ, it enČƑǋpts the paČket usinĳ the puċliČ keǋ oĲ the 
intended ƑeČipient node, oƑ a pƑe-aƑƑanĳed shaƑed keǋ. FoƑǅaƑd seČƑeČǋ is ensuƑed ċǋ additional 
ephemeƑal sǋmmetƑiČ keǋs. The ƑeČeiǄinĳ node’s puċliČ keǋ is oċtained ĲƑom a pƑioƑ eǊČhanĳe oĲ 
ČontaČt inĲoƑmation that oČČuƑs out-oĲ-ċand, suČh as ċǋ Čonsultinĳ a diƑeČtoƑǋ oĲ ČontaČts, oƑ ĲƑom a 
diƑeČt eǊČhanĳe oĲ puċliČ keǋs ċetǅeen indiǄiduals. PaČket enČƑǋption is an inteĳƑal paƑt oĲ 
MainĲƑame's tƑanspoƑt pƑotoČols and Čannot ċe ČiƑČumǄented. 

 
PaČkets intended ĲoƑ multiple nodes Čan ċe sent in multiČast mode. This alloǅs the sendeƑ and nodes 
Ƒoutinĳ multiČast paČkets to send a sinĳle paČket instead oĲ dupliČates alonĳ anǋ Ƒoute that ǅill ƑeaČh 
tǅo oƑ moƑe oĲ the intended ƑeČipients. MainĲƑame pƑoǄides pƑotoČols ĲoƑ shaƑed keǋ neĳotiation so 
that multiČast paČkets Čan ċe enČƑǋpted onlǋ onČe ĲoƑ multiple ƑeČipient nodes. This mode oĲ 
opeƑation is intended ĲoƑ hiĳh-peƑĲoƑmanČe appliČations ƑeƐuiƑinĳ modeƑate seČuƑitǋ, as multiple 
destination addƑesses aƑe ƑeǄealed in paČket metadata. It Čan also ċe Čomċined ǅith daƑk Ƒoutinĳ 
ȳeǊplained ċeloǅȴ. 
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A sends a paČket to B,C,D,E,F nodes WITHOUT multiČast 

 

 
A sends a paČket to B,C,D,E,F nodes WITH multiČast 

 
MultiČast mode alloǅs identiČal inĲormation destined Ĳor a ĳroup oĲ nodes to ċe 

enČrǋpted onČe and sent aČross the netǅork ǅithout dupliČatinĳ paČkets 
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ʷ˔˥˞ ˥ˢ˨˧˜ˡ˚ 

Despite theiƑ use oĲ enČƑǋption, ČonǄentional netǅoƑkinĳ sǋstems still alloǅ maliČious aČtoƑs to ĳlean 
inĲoƑmation aċout ǅho is ČommuniČatinĳ ǅith ǅhom. MainĲƑame alloǅs nodes to pƑeǄent this usinĳ 
ČonĲiĳuƑaċle daƑk Ƒoutinĳ ċased on HolċƑook's ǅoƑk on the PSS pƑotoČol​ǩǨ​ ǅhiČh is itselĲ an eǄolution 
oĲ the WhispeƑ pƑotoČol, oƑiĳinallǋ ČonČeiǄed ċǋ Wood.​ǩǩ​ In daƑk Ƒoutinĳ mode, paČkets aƑe Ƒouted to 
eaČh node ǅhose addƑess matČhes the paƑtiallǋ disČlosed destination addƑess, moǄinĳ eĲĲiČientlǋ 
toǅaƑds this suċset oĲ nodes, ċut aĲteƑ that theǋ aƑe distƑiċuted to all matČhinĳ nodes, makinĳ it 
intƑaČtaċle ĲoƑ anǋ netǅoƑk oċseƑǄeƑ to inĲeƑ the intended ƑeČipient ǅithin that zone. 
 

 
 

Node AC sends a paČket to BC ǅith daƑk Ƒoutinĳ ȳpaƑtial addƑessinĳȴ. 
The paČket ĳets Ƒouted to all nodes ǅith matČhinĳ addƑesses, ċut Čan onlǋ ċe deČƑǋpted ċǋ BC. 

 
Nodes aƑe Ƒesponsiċle ĲoƑ seleČtinĳ the appƑopƑiate leǄel oĲ ​luminositǋ​ ȳaddƑess speČiĲiČitǋȴ ǅhen 
addƑessinĳ paČkets. Too muČh luminositǋ inČƑeases the possiċilitǋ that maliČious aČtoƑs Čould identiĲǋ 
patteƑns oĲ ČommuniČation ċetǅeen nodes, ǅhile too little inČƑeases Čonĳestion and tƑansmission 
Čosts. MainĲƑame pƑoǄides alĳoƑithms ĲoƑ deteƑmininĳ sensiċle luminositǋ settinĳs ċased on netǅoƑk 
Čonditions and pƑiǄaČǋ ƑeƐuiƑements ĲoƑ diĲĲeƑent use Čases. 
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BeČause paČkets do not need to ċe Ĳullǋ addƑessed, session manaĳement ċeČomes moƑe Čhallenĳinĳ. 
Nodes must haǄe anotheƑ means oĲ identiĲǋinĳ paČkets theǋ aƑe inteƑested in Ǆieǅinĳ. This is done 
usinĳ a pƑeǄiouslǋ aĳƑeed-upon topiČ ID inside a paČket. MainĲƑame pƑoǄides session manaĳement 
pƑotoČols that help appliČations keep tƑaČk oĲ and initiate sepaƑate data stƑeams. When a neǅ 
session is neĳotiated ċetǅeen nodes oƑ ĳƑoups oĲ nodes, a topiČ ID is ĳeneƑated and shaƑed pƑiǄatelǋ 
ǅith all session paƑtiČipants, ǅho then listen ĲoƑ ĲutuƑe paČkets ǅith the same topiČ ID. 

EǄen iĲ nodes seleČt a topiČ ID that is alƑeadǋ ċeinĳ used ċǋ otheƑ nodes, theǋ ǅill onlǋ ċe aċle to 
deČƑǋpt paČkets that haǄe ċeen enČƑǋpted ǅith a knoǅn seČƑet keǋ, and ǅill iĳnoƑe otheƑ paČkets 
haǄinĳ the same topiČ ID, so topiČ IDs help nodes ƑeduČe pƑoČessinĳ oǄeƑload ĲoƑ iƑƑeleǄant paČkets 
ċut ĳƑaČeĲullǋ handle Čollisions. When multiple, dispaƑate ČommuniČation stƑeams use the same topiČ 
ID, it also helps to make it moƑe diĲĲiČult ĲoƑ ǅould-ċe eaǄesdƑoppeƑs to ƑeČoĳnize ČommuniČation 
patteƑns. 

BeČause ČommuniČation patterns Čan’t easilǋ ċe disČerned in this mode oĲ operation, the netǅork 
is hiĳhlǋ resistant to surǄeillanČe attempts, as ǅell as attempts to tarĳet speČiĲiČ nodes Ĳor denial 
oĲ serǄiČe.​ The Čomċination oĲ enČrǋption ǅith dark routinĳ enaċles a trulǋ unpreČedented leǄel oĲ 
seČuritǋ. 
 

ʼˡ˖˘ˡ˧˜˩˜˭˔˧˜ˢˡ 
MainĲƑame ČommuniČations make use oĲ, and ċuild upon, a ĳeneƑalized model ĲoƑ 
inČentiǄized seƑǄiČe pƑoǄision Čalled ​swap, swear, and swindle​, as desČƑiċed ċǋ TƑón and 
FisČheƑ.​ǩǪ​ This model is used to inČentiǄize ǄaƑious impoƑtant seƑǄiČes pƑoǄided ċǋ nodes in 
the netǅoƑk. 

ʼˡ˖˘ˡ˧˜˩˜˭˘˗ ˣ˔˖˞˘˧ ˥ˢ˨˧˜ˡ˚ 
PeeƑ nodes enteƑ into an aĳƑeement to pƑoǄide seƑǄiČes to one anotheƑ; in this Čase, the 
Ƒeliaċle ƑeČeipt and deliǄeƑǋ oĲ paČkets. Theǋ keep tƑaČk oĲ hoǅ muČh ċandǅidth theǋ’Ǆe sent 
to and ƑeČeiǄed ĲƑom eaČh otheƑ usinĳ the SWAP pƑotoČol ȳSǅaƑm AČČountinĳ PƑotoČol ĲoƑ 
SeƑǄiČe Wanted and PƑoǄidedȴ. 

EaČh paƑtiČipatinĳ node in the SWAP pƑotoČol uses a ČheČkċook ČontƑaČt to manaĳe the 
seƑǄiČe aČČountinĳ pƑoČess, depositinĳ Ĳunds into the ČontƑaČt in the ĲoƑm oĲ ERCǨǦ tokens. 
MainĲƑame nodes tƑansaČt in MainĲƑame tokens ȳtiČkeƑ sǋmċol: MFTȴ. Nodes puċlish theiƑ 
seƑǄiČes and pƑiČes usinĳ a seƑǄiČe disČoǄeƑǋ pƑotoČol. Bǋ alloǅinĳ nodes to aĳƑee upon 
seƑǄiČes, pƑiČinĳ, and a medium oĲ eǊČhanĳe, the impaƑtialitǋ and inteƑopeƑaċilitǋ oĲ the 
netǅoƑk is impƑoǄed, and a ǅideƑ aƑƑaǋ oĲ stakeholdeƑs haǄe stƑonĳeƑ inČentiǄes to 
paƑtiČipate. IĲ potential peeƑs Čan aĳƑee upon aČČeptaċle seƑǄiČe pƑiČes, theǋ enteƑ into a 
peeƑinĳ Ƒelationship. 
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MainĲƑame’s seƑǄiČe disČoǄeƑǋ pƑotoČol 

 Used to deteƑmine eaČh node’s seƑǄiČes and Ƒates 
 
PeƑiodiČallǋ, ǅhen the amount oĲ ċandǅidth pƑoǄided ċǋ a node’s peeƑ eǊČeeds a ČeƑtain 
thƑeshold, the peeƑ issues an ɁinǄoiČeɂ ƑeƐuestinĳ additional Ĳunds. The node issues a ɁČheČkɂ 
to the peeƑ in ƑetuƑn ċǋ ČƑǋptoĳƑaphiČallǋ siĳninĳ a pieČe oĲ data that Čan ċe used as an input 
to the ČheČkċook ČontƑaČt. A node maǋ Čash the ČheČk immediatelǋ, oƑ it maǋ hold the ČheČk 
undeƑ the assumption that it ǅill eǄentuallǋ oǅe moneǋ in ƑetuƑn. IĲ this oČČuƑs, it maǋ simplǋ 
Ǆoid the ČheČk to Ɂpaǋ ċaČkɂ its peeƑ, oƑ it Čould issue anotheƑ ČheČk. EaČh node has a 
ČonĲiĳuƑaċle thƑeshold ĲoƑ hoǅ lonĳ it ǅill ǅait to aČČumulate ČheČks ċeĲoƑe it attempts to 
settle its aČČounts. CheČks aƑe eǊČhanĳed oĲĲ-Čhain. This inČƑeases the Ƒisk oĲ deĲault, ċut 
alloǅs the paƑtiČipants to aǄoid ĲƑeƐuent Čostlǋ tƑansaČtions. 

CheČks also maǋ oƑ maǋ not ċe ċaČked ċǋ suĲĲiČient Ĳunds. IĲ a node attempts to Čash a ČheČk 
ĲoƑ tokens and theƑe aƑe insuĲĲiČient Ĳunds in the ČheČkċook ČontƑaČt, the node inČuƑs a loss, 
ċut ċounČed ČheČks also damaĳe the Ƒeputation oĲ the sendeƑ and ǅill eǄentuallǋ pƑeǄent it 
ĲƑom paƑtiČipatinĳ on the netǅoƑk. IĲ a node doesn’t send a ČheČk ǅithin its peeƑ’s deČlaƑed 
deadline oƑ ċounČes a ČheČk, these aČtions aƑe Ǆisiċle in the ċloČkČhain ledĳeƑ ĲoƑ all otheƑ 
nodes to see. 
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Nodes maǋ ƑetƑieǄe the ČƑedit sČoƑes oĲ otheƑ nodes usinĳ the MainĲƑame ČƑedit sČoƑinĳ API, 
ĲaČtoƑinĳ these sČoƑes in ǅith additional ČƑiteƑia oĲ theiƑ oǅn, iĲ desiƑed. Nodes ǅith little oƑ no 
histoƑǋ haǄe a middlinĳ sČoƑe that inČƑeases as theǋ paǋ theiƑ ċills punČtuallǋ and Ĳund theiƑ 
ČheČks Ƒeliaċlǋ, oƑ deČƑeases as theǋ Ĳail to paǋ ċills and deĲault on paǋments. EaČh node’s 
seƑǄiČe disČoǄeƑǋ maniĲest adǄeƑtises the pƑiČes it ČhaƑĳes ĲoƑ diĲĲeƑent ČƑedit sČoƑe 
thƑesholds, and a node maǋ eǄen Čhoose to disČonneČt altoĳetheƑ ĲƑom a peeƑ ǅith a ČƑedit 
sČoƑe that is too loǅ. 
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ʼˡ˖˘ˡ˧˜˩˜˭˘˗ ˣ˔˖˞˘˧ ˗˘˟˜˩˘˥ˬ 
In tandem ǅith the diƑeČt eČonomiČ Ƒelationship ċetǅeen peeƑs, MainĲƑame inČentiǄizes 
paČket deliǄeƑǋ aČƑoss multiple peeƑ-to-peeƑ hops in the netǅoƑk ǅith the ČonČept oĲ 
ČƑǋptoĳƑaphiČallǋ ČeƑtiĲied deliǄeƑǋ. This mode oĲ opeƑation alloǅs a sendinĳ node to issue a 
Čonditional ċond speČiĲǋinĳ an esČƑoǅ Čondition that some data ċe oċtained ĲƑom the 
ƑeČeiǄinĳ node pƑoǄinĳ that a paČket ǅas deliǄeƑed. PeƑĲoƑmanČe and Ƒeliaċilitǋ Čan ċe 
ċalanČed ċǋ onlǋ ǄeƑiĲǋinĳ some ĲƑaČtion oĲ paČkets this ǅaǋ. 

 
AliČe sends a paČket to Diane ǅith a ċond ĲoƑ ČeƑtiĲied deliǄeƑǋ. 
EaČh node ČolleČts a poƑtion oĲ the ċond, sends anotheƑ one on, 

And ƑetuƑns a ƑeČeipt pƑoǄinĳ deliǄeƑǋ to its peeƑ. 
 

EaČh node Čan shoǅ the ƑeČeipt ĲƑom its neiĳhċoƑ as ​takeoǄeƑ pƑooĲ​, oƑ pƑooĲ that the paČket 
ǅas suČČessĲullǋ deliǄeƑed to its neiĳhċoƑ, Čhallenĳinĳ that neiĳhċoƑ to shoǅ similaƑ pƑooĲ 
until deliǄeƑǋ oĲ the paČket is ČonĲiƑmed. Nodes that Čannot shoǅ pƑooĲ oĲ deliǄeƑǋ must eitheƑ 
pƑoǄe that the ƑeČeiǄeƑ ǅas oĲĲline and that theǋ aƑe likelǋ to ċe neaƑest neiĳhċoƑs oĲ the 
ƑeČeiǄeƑ usinĳ theiƑ Kademlia addƑesses, oƑ theǋ Čan ċe ċlamed ĲoƑ Ĳailed deliǄeƑǋ and ĲoƑĲeit 
staked tokens. This pƑoČess is Čalled ​ĲinĳeƑ pointinĳ​,​ǩǫ​ and essentiallǋ ensuƑes ĳuaƑanteed 
deliǄeƑǋ. 

In daƑk Ƒoutinĳ mode, ƑatheƑ than ǄeƑiĲǋinĳ deliǄeƑǋ to all matČhinĳ addƑesses, at eaČh hop in 
the daƑk Ƒoute, a ċond is onlǋ sent to a Ƒandomlǋ seleČted ĲƑaČtion oĲ the neiĳhċoƑs, thus 
maintaininĳ the anonǋmitǋ oĲ the ƑeČeiǄeƑ ǅhile pƑoǄidinĳ a Ƒeasonaċle inČentiǄe ĲoƑ Ƒelaǋs to 
deliǄeƑ paČkets Ƒeliaċlǋ. BeČause oĲ its pƑomisČuous dupliČation oĲ paČkets, inČentiǄized 
deliǄeƑǋ in daƑk Ƒoutinĳ mode Čosts moƑe. NetǅoƑk inĲeƑenČe alloǅs sendeƑs to ĳet an 
estimate oĲ hoǅ muČh paČkets ǅill Čost to send, dependinĳ on theiƑ luminositǋ settinĳs and 
the ČonĲiĳuƑation oĲ theiƑ neiĳhċoƑ seleČtion alĳoƑithm. 
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ʼˡ˖˘ˡ˧˜˩˜˭˘˗ ˣ˔˖˞˘˧ ˛ˢ˟˗˜ˡ˚ 
MainĲƑame ČommuniČations must Čontinue to ĲunČtion eǄen ǅhen some nodes aƑe 
disČonneČted ĲƑom the netǅoƑk. SinČe MainĲƑame inĲƑastƑuČtuƑe is entiƑelǋ ċased on seƑǄiČes 
pƑoǄided ċǋ nodes in its undeƑlǋinĳ peeƑ-to-peeƑ netǅoƑk, some use Čases ƑeƐuiƑe that 
paČkets intended ĲoƑ a node that is oĲĲline ċe held in ƑeseƑǄe ċǋ otheƑ nodes until it ĳoes ċaČk 
online. This seƑǄiČe is inČentiǄized. 
 
Nodes maǋ adǄeƑtise paČket holdinĳ in theiƑ seƑǄiČe disČoǄeƑǋ maniĲest. OtheƑ nodes ƑeƐuiƑinĳ 
paČket holdinĳ eǊeČute a seƑǄiČe disČoǄeƑǋ ƐueƑǋ to Ĳind nodes oĲĲeƑinĳ paČket holdinĳ ĲoƑ 
aČČeptaċle pƑiČes. OnČe theǋ Ĳind aČČeptaċle paČket holdinĳ deleĳates, theǋ enteƑ into a 
seƑǄiČe aĳƑeement ǅith these nodes and use the data seƑǄiČes inteƑĲaČe to update theiƑ 
paČket holdinĳ deleĳate list in the ĳloċal paČket holdeƑs taċle. At this time, the deleĳate also 
stakes a ČeƑtain numċeƑ oĲ tokens aĳainst the possiċilitǋ that it maǋ Ĳail to hold paČkets 
aČČoƑdinĳ to its aĳƑeement. 
 

 
Nodes maǋ paǋ deleĳates to hold paČkets ĲoƑ them ǅhile theǋ aƑe oĲĲline 

 
Nodes ǅishinĳ to send paČkets to otheƑ nodes must ĲiƑst ČheČk the ĳloċal paČket holdeƑs 
taċle to see iĲ the node theǋ ǅish to send paČkets to has a deleĳate. IĲ this is the Čase, the 
sendeƑ must send paČkets to all the ƑeČeiǄeƑ’s deleĳates in addition to the ƑeČeiǄeƑ. The 
ƑeČeiǄeƑ peƑiodiČallǋ updates its deleĳates ǅith a siĳned list oĲ the paČket IDs it has ƑeČentlǋ 
ƑeČeiǄed. Deleĳates maǋ then delete these ĲƑom theiƑ Ɛueue oĲ held paČkets, ČhaƑĳinĳ nodes 
ĲoƑ the time theǋ ǅeƑe held. Nodes that haǄe ċeen oĲĲline ĲoƑ a ǅhile maǋ also ƑeƐuest held 
paČkets ĲƑom theiƑ deleĳates. 
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Deleĳatinĳ a paČket holdeƑ ensuƑes that paČkets aƑe held 

ǅhile nodes aƑe oĲĲline ĲoƑ lateƑ ƑetƑieǄal 
 
IĲ a deleĳate is suspeČted oĲ Ǆiolatinĳ its seƑǄiČe aĳƑeement, it Čan ċe Čhallenĳed ċǋ openinĳ a 
Čase ǅith the ​sǅindle​ ČontƑaČt. The ČontƑaČt ċehaǄes as a state-maČhine ČonduČtinĳ a ČouƑt 
pƑoČeedinĳ; ǅitnesses aƑe Čalled and a ĳuiltǋ/not-ĳuiltǋ ǄeƑdiČt is ƑeaČhed ċased on theiƑ 
testimonǋ. Deleĳates that aƑe pƑoǄen ĳuiltǋ ĲoƑĲeit the Ĳunds theǋ pƑeǄiouslǋ deposited into 
the ​sǅeaƑ​ ČontƑaČt. The sǅindle ǄeƑdiČt is ƑeČoƑded on-Čhain, and Čan ċe used to ƐuantiĲǋ a 
node’s tƑustǅoƑthiness. 
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ʼˡ˖˘ˡ˧˜˩˜˭˘˗ ˙˜˟˘ ˦˧ˢ˥˔˚˘ 
MainĲƑame's inČentiǄized Ĳile stoƑaĳe laǋeƑ makes use oĲ the ​sǅeaƑ​ and ​sǅindle​ staĳes oĲ 
seƑǄiČe pƑoǄision, in addition to the sǅap staĳe used in paČket Ƒoutinĳ. Nodes attest ȳsǅeaƑȴ 
that theǋ aƑe stoƑinĳ Ƒandom poƑtions oĲ a Ĳile ȳČhunksȴ ċǋ stakinĳ tokens on the possiċilitǋ 
that theǋ miĳht Ĳail a stoƑaĳe test. Then theǋ Čan ċe ƐueƑied ĲoƑ a ČƑǋptoĳƑaphiČ pƑooĲ oĲ 
stoƑaĳe ĲoƑ anǋ paƑtiČulaƑ Čhunk peƑiodiČallǋ. IĲ theǋ aƑe unaċle to ƑetuƑn Ǆalid Čhunks, a 
sǅindle pƑoČeedinĳ maǋ ċe made aĳainst them, Čausinĳ them to lose theiƑ staked tokens iĲ 
pƑoǄen ĳuiltǋ. StoƑaĳe nodes aƑe inČentiǄized ċǋ eaƑninĳ tokens ǅhen Ĳile Čhunks aƑe 
ƑeƐuested ċǋ otheƑ nodes.​ǩǬ 

 
 

ʼˡ˖˘ˡ˧˜˩˜˭˘˗ ˗˔˧˔ ˦˘˥˩˜˖˘˦ 
While Ĳile stoƑaĳe suppoƑts manǋ use Čases, it is ineĲĲiČient to haǄe to load and saǄe a laƑĳe 
Ĳile ǅheneǄeƑ small Čhanĳes aƑe made to it. FoƑ these kinds oĲ use Čases, MainĲƑame pƑoǄides 
inČentiǄized dataċase seƑǄiČes. 
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Nodes ǅishinĳ to eaƑn tokens ĲoƑ pƑoǄidinĳ these seƑǄiČes adǄeƑtise theiƑ aǄailaċilitǋ usinĳ the 
seƑǄiČe disČoǄeƑǋ pƑotoČol. OtheƑ nodes maǋ stoƑe indeǊed datasets ǅith them ĲoƑ suċseƐuent 
ƑetƑieǄal and ƐueƑǋinĳ. These datasets aƑe stoƑed ǅith a useƑ-speČiĲied leǄel oĲ ƑedundanČǋ. 
The ĳƑeateƑ the ƑedundanČǋ, the moƑe Čompensation a node Čan eaƑn in the unlikelǋ eǄent 
that its data is lost. Reliaċle seƑǄiČe is inČentiǄized usinĳ sǅindle ǅitnesses, ǅhose testimonǋ 
maǋ Ƒesult in the ČonĲisČation oĲ pƑoǄideƑs’ staked tokens iĲ theǋ Ĳail to pƑoǄide ƑeƐuested 
data.​ǩǭ 

Dataset oǅneƑs Čan speČiĲǋ ǅho is alloǅed to Ƒead, ǅƑite, update and delete Ƒoǅs ĲƑom the 
set. This Ĳine-ĳƑained aČČess ČontƑol enaċles manǋ useĲul appliČation ĲeatuƑes. FoƑ eǊample, 
mailċoǊ ĲunČtionalitǋ Čould ċe implemented ċǋ alloǅinĳ anǋ useƑ ȳoƑ, alteƑnatiǄelǋ, anǋ 
pƑeǄiouslǋ-authoƑized useƑȴ to inseƑt Ƒoǅs into a dataset ƑepƑesentinĳ anotheƑ useƑ’s mailċoǊ, 
ċut onlǋ the mailċoǊ oǅneƑ Čould Ƒead, update oƑ delete Ƒoǅs ĲƑom the dataset. UseƑs ǅith 
Ƒead pƑiǄileĳes Čan suċsČƑiċe to ƑeČeiǄe notiĲiČations oĲ anǋ Čhanĳes to the dataset. 

 

 
 

EǊample appliČation usinĳ MainĲƑame data seƑǄiČes. AliČe Čan ǅƑite 
neǅ messaĳes to the taċle ƑepƑesentinĳ Boċ’s mailċoǊ, ċut she Čannot Ƒead oƑ alteƑ the 

messaĳes in the mailċoǊ. As the mailċoǊ oǅneƑ, Boċ Čan Ƒead and modiĲǋ the messaĳes. 
The MainĲƑame data seƑǄiČes laǋeƑ ensuƑes that multiple Čopies oĲ these datasets aƑe 

stoƑed aČƑoss the netǅoƑk ĲoƑ hiĳh aǄailaċilitǋ and ƑedundanČǋ. 
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ˈˡ˛ˢ˦˧˘˗ ˔˥˖˛˜˧˘˖˧˨˥˘ 
The tǅo aspeČts that ensuƑe the ƑesilienČe oĲ the MainĲƑame netǅoƑk aƑe that it is ċoth distƑiċuted 
and deČentƑalized. DistƑiċuted netǅoƑks aƑe ƑelatiǄelǋ ČommonplaČe todaǋ, mostlǋ seen in the ĲoƑm oĲ 
CDNs ȳContent DeliǄeƑǋ NetǅoƑksȴ, ǅheƑe theǋ pƑoǄide hiĳhlǋ-aǄailaċle aČČess to online Čontent. This 
tǋpe oĲ aƑČhiteČtuƑe alloǅs the netǅoƑk to seamlesslǋ suƑǄiǄe loss oĲ oƑ attaČks aĳainst anǋ suċset oĲ 
the nodes. The distƑiċuted natuƑe oĲ the MainĲƑame netǅoƑk means as paƑtiČipants in the netǅoƑk join 
and leaǄe, the netǅoƑk has the aċilitǋ to ĳƑoǅ and heal aƑound them. As the netǅoƑk sČales up, the 
numċeƑ oĲ possiċle Ƒoutinĳ paths ċetǅeen anǋ tǅo nodes inČƑeases, dissipatinĳ potential hot-spots 
and ĲuƑtheƑ diminishinĳ the oǄeƑall eĲĲeČt nodes dƑoppinĳ out ǅill haǄe on the health oĲ the netǅoƑk. 
The Kademlia netǅoƑk pƑotoČol ǅill ensuƑe that nodes tƑǋ to disČoǄeƑ neǅ pathǅaǋs ǅhen a peeƑ is 
dƑopped in oƑdeƑ to maintain an optimal oǄeƑlaǋ netǅoƑk. 
 
DeČentƑalized netǅoƑks ċǋ deĲinition haǄe no ČentƑal authoƑitǋ that Čan eǊeƑt ČontƑol oǄeƑ the Ĳloǅ oĲ 
data aČƑoss them. This makes them eǊČeedinĳlǋ diĲĲiČult to shut doǅn ċǋ a potential adǄeƑsaƑǋ, as 
theƑe is no sinĳle point oĲ ĲailuƑe oƑ attaČk suƑĲaČe. BittoƑƑent opeƑates this tǋpe oĲ netǅoƑk, and ǅhile 
ČouƑt oƑdeƑs ǅeƑe used to shut doǅn ǅeċsites adǄeƑtisinĳ toƑƑent Čontent, the undeƑlǋinĳ Ĳile-shaƑinĳ 
netǅoƑk Čould not ċe stopped eĲĲeČtiǄelǋ. The MainĲƑame netǅoƑk opeƑates in a similaƑ mode and is 
not Ƒeliant on anǋ speČiĲiČ set oĲ nodes ċeinĳ pƑesent oƑ ČonneČtaċle at anǋ time. No entitǋ ȳeǄen 
MainĲƑame itselĲȴ ǅill ċe aċle to ČontƑol oƑ disƑupt the opeƑation oĲ the netǅoƑk. 
 
In addition to this Ƒesilient netǅoƑk stƑuČtuƑe, the ǄaƑious seƑǄiČe laǋeƑs pƑoǄided ċǋ the netǅoƑk must 
ċe aƑČhiteČted in a ǅaǋ that ƑeduČes ƑelianČe on speČiĲiČ nodes as muČh as possiċle. FoƑ this Ƒeason, 
seƑǄiČes haǄe ċeen desiĳned ǅith ƑedundanČǋ in mind, stoƑinĳ indiǄidual shaƑds oĲ data aČƑoss 
multiple nodes and desiĳnatinĳ multiple nodes to peƑĲoƑm ƑeƐuested seƑǄiČes. The netǅoƑk seƑǄiČe 
laǋeƑs haǄe ċeen desiĳned to suppoƑt the deǄelopment oĲ tƑulǋ Ɂunhosted,ɂ oƑ Ĳullǋ deČentƑalized 
appliČations.​ǩǮ​ This means that deǄelopeƑs on ouƑ platĲoƑm aƑe not ƑeƐuiƑed to pƑoǄision oƑ manaĳe 
theiƑ oǅn inĲƑastƑuČtuƑe, as ǅould ċe ƑeƐuiƑed ĲoƑ a tƑaditional ǅeċ seƑǄiČe, and ČonsumeƑs do not 
need to tƑust thiƑd paƑties to maintain suČh inĲƑastƑuČtuƑe. MainĲƑame ǅill Čontinue to deǄelop seƑǄiČes 
to ċetteƑ meet the needs oĲ Ĳullǋ deČentƑalized appliČations as this spaČe matuƑes. 
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ʼˡ˧˘˥ˢˣ˘˥˔˕˜˟˜˧ˬ 
MainĲƑame is desiĳned to make it easǋ ĲoƑ anǋ appliČation to make use oĲ ouƑ platĲoƑm ĲoƑ its 
ČommuniČation needs. We ǅill ČƑeate deǄelopeƑ SDKs ĲoƑ ǅoƑkinĳ ǅith MainĲƑame Čode on all 
populaƑ platĲoƑms and lanĳuaĳes, in oƑdeƑ oĲ deǄelopeƑ demand. We ǅill also pƑoǄide oƑaČles and 
smaƑt ČontƑaČts ĲoƑ inteƑaČtinĳ ǅith the token-ċased inČentiǄization laǋeƑs on multiple ċloČkČhains, 
inČludinĳ EtheƑeum, NEO, RSK and Tezos. 
 
In addition to these SDKs, MainĲƑame ǅill stƑiǄe to aČČeleƑate adoption ċǋ ĲoČusinĳ on deǄelopeƑs, 
pƑoǄidinĳ detailed tutoƑials and doČumentation, pƑoǄidinĳ and suppoƑtinĳ ĲoƑums ǅheƑe deǄelopeƑs 
aƑe disČussinĳ and ǅoƑkinĳ on MainĲƑame-ċased appliČations, and pƑoǄidinĳ paid seƑǄiČes ĲoƑ 
suppoƑt and Čonsultinĳ. 
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ˇˢ˞˘ˡ ˈ˧˜˟˜˧ˬ 

MainĲƑame tokens haǄe ǄaƑious uses ǅithin the MainĲƑame eČosǋstem: 

 Theǋ inČentiǄize the timelǋ and eĲĲiČient Ƒelaǋ oĲ paČkets ċetǅeen peeƑs; 

 Theǋ inČentiǄize the deliǄeƑǋ oĲ paČkets ĲƑom sendeƑ to ƑeČeiǄeƑ; 

 Theǋ inČentiǄize Ƒeliaċle deČentƑalized Ĳile stoƑaĳe; 

 Theǋ inČentiǄize Ƒeliaċle deČentƑalized data seƑǄiČes; 

 Theǋ Čan ċe used as a medium oĲ eǊČhanĳe ĲoƑ maƑketplaČes on the MainĲƑame platĲoƑm  
      ǅheƑe diĳital ĳoods and seƑǄiČes Čan ċe ċouĳht and sold. 
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ˈ˦˘ ʶ˔˦˘˦ 

The MainĲƑame platĲoƑm suppoƑts a ǅide ǄaƑietǋ oĲ pƑoduČts and seƑǄiČes. The ĲiƑst 
appliČation ċuilt on the platĲoƑm is a messaĳinĳ appliČation that takes Ĳull adǄantaĳe oĲ 
the pƑoǄided deČentƑalized pƑotoČols. An alpha ǄeƑsion oĲ this appliČation, Čalled OnǋǊ, 
ǅas Ƒeleased on DeČemċeƑ ǧ9, ǨǦǧ7. 
 

˂ˡˬ˫ ˠ˘˦˦˔˚˜ˡ˚ ˔ˣˣ 
OnǋǊ, a messaĳinĳ app ċuilt on the MainĲƑame platĲoƑm, pƑoǄides a ĲiƑst-Člass useƑ eǊpeƑienČe on all 
majoƑ moċile and desktop platĲoƑms, inČludinĳ Windoǅs, MaČOS, LinuǊ, iOS and AndƑoid. It is the 
pƑoduČt oĲ ǋeaƑs oĲ eǊpeƑienČe ČƑeatinĳ tools ĲoƑ Ƒeal-time ČoƑpoƑate messaĳinĳ. The app is optimized 
to make minimal use oĲ sǋstem ƑesouƑČes. It pƑoǄides ċoth peeƑ-to-peeƑ and ĳƑoup Čhat, tƑaČkinĳ the 
ČonteǊt that ǋouƑ messaĳes take plaČe in and alloǅinĳ ǋou to ƐuiČklǋ naǄiĳate ċetǅeen all ǋouƑ 
ČonǄeƑsations. 

ʶˢˡ˙˜˚˨˥˔˕˟˘ ˗˔˥˞ ˥ˢ˨˧˜ˡ˚ 
OnǋǊ is the ĲiƑst appliČation that alloǅs the useƑ to take adǄantaĳe oĲ daƑk Ƒoutinĳ. UseƑs Čan 
ČonĲiĳuƑe the luminositǋ settinĳs ĲoƑ all messaĳes sent in ĳƑoup and pƑiǄate Čhannels. 

 ˅˜˖˛ ˖ˢˡ˧˘ˡ˧ ˔ˡ˗ ˠ˜˖˥ˢ˙ˢ˥ˠ˔˧˦ 
OnǋǊ alloǅs tǋpiČal ƑiČh ĲoƑmattinĳ ĲeatuƑes, as ǅell as Ĳile attaČhments and inline ǄieǅeƑ 
ǅidĳets ĲoƑ imaĳes and Ǆideos. In addition to these tǋpiČal ĲeatuƑes, OnǋǊ has numeƑous 
miČƑoĲoƑmats ĲoƑ displaǋinĳ ƑiČh inteƑaČtiǄitǋ ċeǋond simple messaĳinĳ apps, inČludinĳ polls, 
task assiĳnments, ĳƑoup ČheČklists, and otheƑs. 

 ʹ˨˟˟-˧˘˫˧ ˦˘˔˥˖˛ 
OnǋǊ ČaČhes ČontaČt lists and messaĳe Čontent loČallǋ ĲoƑ Ĳast ƑetƑieǄal oĲ aƑČhiǄed messaĳes 
and Ĳull-teǊt seaƑČh thƑouĳh messaĳe Čontent and ČontaČt diƑeČtoƑies. 

 ʷ˜˥˘˖˧ˢ˥ˬ ˦˘˥˩˜˖˘˦ 
OnǋǊ pƑoǄides deČentƑalized ČontaČt stoƑaĳe, editinĳ, and shaƑinĳ. ContaČt inĲoƑmation that a 
useƑ ǅishes to make puċliČ is addƑessed usinĳ a deČentƑalized name seƑǄiČe, suČh as ENS,​ǩǯ 
and stoƑed in MainĲƑame deČentƑalized stoƑaĳe. ContaČt inĲoƑmation that indiǄiduals and 
oƑĳanizations ǅish to shaƑe pƑiǄatelǋ is shaƑed usinĳ identitǋ Člaims oǄeƑ netǅoƑks like 
uPoƑt​ǪǦ​ oƑ the SoǄƑin ledĳeƑ.​Ǫǧ 
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 ˆ˜˚ˡ˔˟˜ˡ˚ ˙ˢ˥ ˣ˥˘˦˘ˡ˖˘ ˔ˡ˗ ˔˖˧˜˩˜˧ˬ 
OnǋǊ makes it easǋ ĲoƑ useƑs to aleƑt otheƑs oĲ theiƑ status ċoth in theiƑ pƑoĲile and duƑinĳ 
ČonǄeƑsations ċǋ indiČatinĳ ǅhetheƑ anotheƑ useƑ ǅas last seen aČtiǄe ċǋ theiƑ Člient and 
ǅhetheƑ theǋ aƑe ČuƑƑentlǋ tǋpinĳ a messaĳe. These notiĲiČations Čan ċe disaċled. 

 ʵˢ˧ ˠ˔˥˞˘˧ˣ˟˔˖˘ 
OnǋǊ is hiĳhlǋ eǊtensiċle, alloǅinĳ useƑs to ČƑeate apps that aƑe Čustom-tailoƑed ĲoƑ speČiĲiČ 
industƑǋ and indiǄidual needs and ċuǋ and sell them usinĳ MainĲƑame tokens. 

 
EǊamples oĲ useĲul ċots inČlude: 

autoƑespondeƑs listeninĳ ĲoƑ keǋǅoƑds in Čhannels and Ƒespondinĳ to the ĳƑoup ǅith 
ƑeleǄant inĲoƑmation; 
aĳents that Čan ċe Čommanded to peƑĲoƑm ǄaƑious domain-speČiĲiČ tasks 
apps that pƑoǄide otheƑ Čloud-ċased and/oƑ deČentƑalized seƑǄiČes to useƑs and 
oƑĳanizations 
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 ʴ˗˗˜˧˜ˢˡ˔˟ ˨˦˘ ˖˔˦˘˦ 
TheƑe aƑe undouċtedlǋ numeƑous unantiČipated ǅaǋs that the MainĲƑame platĲoƑm Čan ċe used, ċut 
heƑe aƑe some aƑeas oĲ innoǄation that ǅe ċelieǄe it is ǅell-suited ĲoƑ. 

 ʸˡ˧˘˥ˣ˥˜˦˘ 
The GeneƑal Data PƑoteČtion Reĳulation ȳGDPRȴ passed ċǋ the EU in ǨǦǧǬ ƑeƐuiƑes enteƑpƑise 
IT pƑaČtiČes to Čomplǋ ǅith stƑiČt pƑiǄaČǋ measuƑes. GƑantinĳ IT Admins a platĲoƑm ĲoČused on 
useƑ soǄeƑeiĳntǋ, ČoƑpoƑations Čan desiĳn stƑeamlined sǋstems ǅithout the Ƒisk oĲ leakinĳ 
inĲoƑmation in tƑansit. Liaċilitǋ is ƑeduČed ǅhen sensitiǄe data is isolated ǅithin a seČuƑe 
sǋstem.  
 
In a similaƑ Ĳashion, HealthČaƑe IT pƑoĲessionals in the US Čould use this platĲoƑm to ċuild 
solutions that aƑe Čompliant ǅith the Health InsuƑanČe PoƑtaċilitǋ and AČČountaċilitǋ AČt 
ȳHIPAAȴ. PƑoĲessionals in ĲinanČe and aČademia need to ČontƑol theiƑ oǅn data ĲoƑ similaƑ 
Ƒeasons. 

 ʶˢˡ˦˨ˠ˘˥ ˣ˥ˢ˗˨˖˧˦ 
MuČh attention has ċeen paid to the InteƑnet oĲ Thinĳs, and almost as muČh to the seČuƑitǋ 
thƑeat these deǄiČes pose. HaƑdǅaƑe ǅith sensoƑs and inputs ȳċut ĲeǅeƑ diƑeČt useƑ 
inteƑaČtionsȴ Čan ċeČome a pƑime taƑĳet ĲoƑ haČkinĳ. The MiƑai ċotnet knoČked out InteƑnet 
aČČess ĲoƑ muČh oĲ the US East Coast in OČtoċeƑ ǨǦǧǬ.​ǪǨ​ MainĲƑame’s addƑessinĳ and Ƒoutinĳ 
meČhanisms, as ǅell as its inteĳƑation ǅith deČentƑalized identitǋ and Ƒeputation laǋeƑs, Čan 
siĳniĲiČantlǋ ƑeduČe the attaČk ǄeČtoƑ ĲoƑ ČonneČted deǄiČes. 

 ʺˢ˩˘˥ˡˠ˘ˡ˧ 
PeƑhaps ČounteƑintuitiǄelǋ, these same tools maǋ ċe just as useĲul to ĳoǄeƑnments. SensitiǄe 
inĲoƑmation is an essential paƑt oĲ ĳoǄeƑnment opeƑation, and passinĳ data ǅithin and 
ċetǅeen aĳenČies is ČƑuČial. AĳenČies Čould use the MainĲƑame netǅoƑk to ƑeduČe the Ƒisk oĲ 
inĲoƑmation theĲt and leakaĳe, as ǅell as malǅaƑe inĲeČtions. 

  ˆˢ˖˜˔˟ ˡ˘˧˪ˢ˥˞˜ˡ˚ ˔ˡ˗ ˙˜ˡ˧˘˖˛ 
The MainĲƑame platĲoƑm Čould ċe leǄeƑaĳed ĲoƑ Čommunitǋ ċuildinĳ, ČƑeatinĳ deČentƑalized 
sǋstems like TǅitteƑ oƑ Reddit. Paǋment sǋstems aƑe pƑoliĲeƑatinĳ Ƒapidlǋ, ċut most Ƒeal-ǅoƑld 
ČonsumeƑ appliČations aƑe still hiĳhlǋ ČentƑalized and thus suċjeČt to suƑǄeillanČe and 
inteƑĲeƑenČe. The MainĲƑame platĲoƑm Čould poǅeƑ a ǄaƑietǋ oĲ deČentƑalized, 
ČonsumeƑ-ĲaČinĳ ĲinanČe appliČations, suČh as WeChat oƑ Venmo, ċut independent oĲ anǋ 
indiǄidual host oƑ pƑoǄideƑ. 
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ʷ˘˩˘˟ˢˣˠ˘ˡ˧ Rˢ˔˗ˠ˔ˣ 

MainĲƑame has identiĲied the Ĳolloǅinĳ milestones ĲoƑ the Ƒollout oĲ the platĲoƑm and OnǋǊ. 

M˜˟˘˦˧ˢˡ˘ ʤ — Ϡʴˣˢ˟˟ˢϡ 
This ĲiƑst milestone ǅill ƑeƐuiƑe tƑansitional manaĳed inĲƑastƑuČtuƑe ċeĲoƑe all the pƑotoČols ĲoƑ Ĳullǋ 
unhosted appliČations ċeČome aǄailaċle. The manaĳed inĲƑastƑuČtuƑe ƑeƐuiƑed ĲoƑ eaČh useƑ oƑ 
oƑĳanization is Čalled a MainĲƑame node. A MainĲƑame node Čonsists oĲ a ċloČkČhain node ǅith a 
messaĳinĳ laǋeƑ and ǄaƑious seƑǄiČes neČessaƑǋ ĲoƑ stoƑinĳ messaĳes and manaĳinĳ ČontaČts. The 
ĲiƑst suppoƑted ċloČkČhain ǅill ċe EtheƑeum and ǅill make use oĲ the SǅaƑm distƑiċuted stoƑaĳe 
platĲoƑm and PSS seČuƑe messaĳinĳ pƑotoČol ĲoƑ suƑǄeillanČe-Ƒesistant paČket Ƒoutinĳ and Ĳile 
stoƑaĳe. MainĲƑame shaƑes the EtheƑeum Foundation’s stƑateĳiČ Ǆision ĲoƑ SǅaƑm, and is deǄotinĳ 
siĳniĲiČant enĳineeƑinĳ ƑesouƑČes toǅaƑds impƑoǄinĳ it and aČČeleƑatinĳ its deliǄeƑǋ and adoption. 

 
 
MainĲƑame ǅill pƑoǄide maǊimum useƑ soǄeƑeiĳntǋ ǅithin this hǋċƑid mode oĲ opeƑation, oĲĲeƑinĳ ċoth 
a manaĳed node seƑǄiČe that Čan ċe suċsČƑiċed to ǅith MainĲƑame tokens and a selĲ-hosted option 
ǅith ČonǄenient utilities ĲoƑ deploǋment to populaƑ inĲƑastƑuČtuƑe platĲoƑms. 
 
A ċeta ǄeƑsion oĲ OnǋǊ ǅill ċe Ƒeleased pƑoǄidinĳ: 

 Ƒeliaċle diƑeČt and ĳƑoup messaĳinĳ 

 seČuƑe Ĳile attaČhments ǅith ǄieǅeƑs ĲoƑ Čommon MIME tǋpes 

 Ĳull-teǊt seaƑČh ĲoƑ messaĳes and ČontaČts 
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M˜˟˘˦˧ˢˡ˘ ʥ — Ϡʻ˔˪˧˛ˢ˥ˡ˘ϡ 
This Ƒelease ǅill see the ċeĳinninĳs oĲ inČentiǄization ǅith inČentiǄized paČket Ƒoutinĳ, inČludinĳ node 
seƑǄiČe disČoǄeƑǋ, ĲunČtional sǅap ČontƑaČts and inǄoiČinĳ. 
 
OnǋǊ ǅill Čontinue ǅith the hǋċƑid paƑtiallǋ manaĳed inĲƑastƑuČtuƑe, addinĳ a shaƑed mailċoǊ mode 
oĲ opeƑation. In its deĲault and most seČuƑe mode oĲ opeƑation, eaČh MainĲƑame node seƑǄiČes a sinĳle 
useƑ, ensuƑinĳ that useƑs' stoƑed messaĳes neǄeƑ Ƒeside in a shaƑed dataċase. HoǅeǄeƑ, some 
Čompanies opeƑate in industƑies that ƑeƐuiƑe data Ƒetention and auditinĳ, and aƑe ǅillinĳ to aČČept the 
neČessaƑǋ additional tƑust in theiƑ useƑs that is ƑeƐuiƑed ċǋ suČh a mode oĲ opeƑation. 
In ​shaƑed mailċoǊ mode​, all Člients ǅithin an oƑĳanization shaƑe the same MainĲƑame node. This node 
seƑǄes as a tƑanspoƑt laǋeƑ ĲoƑ all messaĳes sent ċǋ anǋ indiǄidual in the oƑĳanization. Messaĳes aƑe 
enČƑǋpted ċǋ an oƑĳanization memċeƑ ċeĲoƑe sendinĳ them out oǄeƑ the MainĲƑame node, ǅhiČh 
enČƑǋpts them aĳain ĲoƑ the tƑanspoƑt laǋeƑ. The same pƑoČess oČČuƑs in ƑeǄeƑse ǅhen a MainĲƑame 
node ƑeČeiǄes messaĳes ĲoƑ a useƑ in shaƑed mailċoǊ mode. This ensuƑes that eǄen ǅhen Ƒunninĳ in 
this mode, messaĳes Čontinue to ċe Ǆisiċle onlǋ to pƑiǄate keǋ holdeƑs. 

When Ƒunninĳ in shaƑed mailċoǊ mode, hoǅeǄeƑ, a ĳƑeateƑ leǄel oĲ tƑust is ƑeƐuiƑed aĲteƑ the messaĳe 
is deČƑǋpted. It is then passed on to the mailċoǊ seƑǄiČe to ċe saǄed in an unenČƑǋpted ĲoƑmat so that 
it Čan ċe seaƑČhed and ƑetƑieǄed ċǋ all oĲ the useƑ’s otheƑ Člients. Client aČČess is still authentiČated 
and useƑs Čan onlǋ aČČess theiƑ oǅn messaĳes, ċut the messaĳes aƑe stoƑed in a shaƑed dataċase. 
This dataċase Čan ċe audited and ƑeǄieǅed ċǋ administƑatoƑs ǅith the ČoƑƑeČt peƑmissions. 

 
ShaƑed mailċoǊ mode 
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Additional OnǋǊ ĲeatuƑes ǅill ċe implemented, inČludinĳ: 

 OƑĳanization-ǅide ČontaČt manaĳement 

 ThƑeads 

 ReaČtions 

 Emojis 

 RemindeƑs 

 Task shaƑinĳ 

 PƑesenČe 
 

M˜˟˘˦˧ˢˡ˘ ʦ — Ϡʺ˘˧˧ˬ˦˕˨˥˚ϡ 
This milestone ǅill ċe the Čulmination oĲ ouƑ eĲĲoƑts to ċuild a Ĳullǋ-deČentƑalized ČommuniČations 
platĲoƑm. It ǅill suppoƑt Ĳull inČentiǄization oĲ all pƑotoČol laǋeƑs, inČludinĳ paČket Ƒoutinĳ, deliǄeƑǋ, 
hodlinĳ, Ĳile stoƑaĳe, and data seƑǄiČes, thus enaċlinĳ OnǋǊ to Ƒun in Ĳullǋ unhosted mode. 

RiČheƑ identitǋ and useƑ ČƑedit Ƒatinĳ APIs ǅill ċeČome aǄailaċle, makinĳ it easieƑ ĲoƑ nodes to aǄoid 
deĲault Ƒisk. 

This Ƒelease ǅill also inČlude the launČh oĲ ouƑ deǄelopeƑ SDK, enaċlinĳ indiǄiduals, staƑtups and 
otheƑ oƑĳanizations to deǄelop appliČations on the MainĲƑame platĲoƑm. 
 
We ǅill also Ƒelease a Ĳullǋ-deČentƑalized, useƑ-ČuƑated maƑketplaČe ĲoƑ the pƑoduČts and seƑǄiČes 
that deǄelopeƑs ċuild, alloǅinĳ eǄeƑǋone to paƑtiČipate in this neǅ token eČonomǋ. 
 
Finallǋ, this Ƒelease ǅill inČlude smaƑt ČontƑaČts, oƑaČles, and liċƑaƑies ĲoƑ inteƑaČtinĳ ǅith the 
inČentiǄization laǋeƑs ĲƑom otheƑ ċloČkČhains and deǄelopment paƑadiĳms. 
 
 
 
 
 
 

 
 
The inĲoƑmation in this doČument is pƑeliminaƑǋ and is suċjeČt to ƑeǄision, and maǋ not ċe up-to-date. All ĲoƑǅaƑd-lookinĳ 
statements ȳinČludinĳ ċut not limited to milestones and deǄelopment ĳoalsȴ in this doČument aƑe suċjeČt to Čhanĳe, and 
MainĲƑame makes no oċliĳation to update oƑ ƑeǄise them to ƑeĲleČt eǄents oƑ ČiƑČumstanČes aĲteƑ the date ǅƑitten oƑ to ƑeĲleČt 
the oČČuƑƑenČe oĲ unantiČipated eǄents. FoƑeČasts ȳin paƑtiČulaƑ ĲoƑeČasts aċout soĲtǅaƑe deǄelopment oƑ the eǄolution oĲ 
netǅoƑk ċehaǄioƑȴ aƑe inheƑentlǋ suċjeČt to unČeƑtainties and to a ǅide ǄaƑietǋ oĲ teČhniČal, ċusiness, eČonomiČ and 
ČompetitiǄe Ƒisks, and the assumptions undeƑlǋinĳ these ĲoƑeČasts maǋ ċe inaČČuƑate. TheƑeĲoƑe the Ƒesults ĳeneƑallǋ ȳinČludinĳ 
ǅithout limitation, the teČhniČal speČiĲiČations, deǄelopment ĳoals, and milestones aČhieǄedȴ maǋ ǄaƑǋ mateƑiallǋ ĲƑom ǅhat is 
desČƑiċed in this doČument. We Čannot ĳuaƑantee that anǋ ĲoƑǅaƑd lookinĳ statements, ċaČktests, oƑ eǊpeƑiments made ċǋ us 
oƑ eǊpeČted Ƒesults oĲ opeƑation oĲ the MainĲƑame platĲoƑm ǅill ČoƑƑelate ǅith the aČtual ĲutuƑe ĲaČts oƑ Ƒesults. This doČument 
does not Čonstitute an oĲĲeƑ to sell, an inǄitation to induČe an oĲĲeƑ, oƑ a soliČitation oĲ an oĲĲeƑ to aČƐuiƑe seČuƑities.  
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